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Abstract 
Securing provenance data in distributed environment is a challenge and with the rapid increase in its size, volume and variety it 
becomes more challenging. Provenance data are more sensitive than actual data as they include the workflow or the chain kind of 
structure.  A little change can be disastrous. There are various existing security algorithms and frameworks but distributed nature 
of infrastructure and large volume of data makes the implementation of existing security models very complex. This paper 
discusses the security challenges of provenance data and proposes a secure way to store provenance data in highly distributed 
infrastructure. 
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1. Introduction 
Data is increasing in velocity, volume and variety and so is increasing the issues of privacy and security. Large 
scale cloud infrastructure, diverse data sources and their varied formats, data acquisition through streaming, all of 
these make the traditional security system inadequate in today’s fast pace world. There are many security issues in 
big data scenario such as secure computations in Distributed programming environment1, Transaction logs security, 
End point 2validation, Real time security Monitoring, Data Provenance and Audit security.3 
Existing distributed computing networks and various cloud infrastructures have deployed their own security 
mechanism but with rapid increase in data quantity and its variety, security threats have also increased. This is the 
main reason why enterprise and large organizations have their own private data storage instead of using public 
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clouds. Privacy preservation is a must in Social network, E 4Commerce5, and Service Orientation and Cloud. 6This 
paper has taken one of the security issues of big data- Data Provenance. It discusses the importance on securing data 
provenance and use of public key cryptography for them. In sec 2 Importance of data provenance is elaborated, sec 
3 discuss the challenge of security issues in data provenance, sec 4 is about public key infrastructure, sec 5 presents 
the architecture of proposed system and sec 6 is conclusion and future work. 
2. Importance of Data Provenance  
     In this age of big data every small or big, old or new data is considered to be of great importance. Lots of 
analytical systems use these data and produces results which can be used for different purposes. So there are no 
single, rather countable sources, which contribute to data collection. Data collection is happening manually and 
online through various new and old resources. Data is frequently created, copied and moved around. Hence many 
times for analytics not only data but even its origin or its description is required. These metadata which includes 
documentation of origin of a data object and process that influence and lead to a particular state of that object is 
known as Data Provenance (also referred as Lineage or Pedigree). Provenance data will grow in complexity due to 
large provenance graphs, generated from provenance enabled programming environments in various big data 
applications. Analysis of these large data sets to detect metadata dependencies for confidentiality applications is 
computationally intensive. Several key security applications require the history of records which include details 
about its creation. For example determines the accuracy of data source7.  
Digital object identifiers are used to cite data and with these a linkage can be built to find the origin of a 
particular data in scientific researches8.  In Geographical Information System, meta data is used for establishing data 
quality so that user can find the link between data and choose data9. Transformation records of data in biological and 
biomedical field helps in understanding the issues10. Provenance is also required for regulatory mechanism to protect 
Intellectual property11. There are many real life examples which shows the importance of provenance. Once an 
article appeared on Google news about the bankruptcy of United Airlines and within a very short time frame all the 
shares started to drop. Later it was published that this news was old news. So in this case lack of provenance data is 
clearly visible. Also in many cases capturing the workflow is very important, especially in scientific researches. 
Another example can be the case of defense where if the date is not mentioned and the soldiers are given the out 
dated maps to refer then this situation can lead to disasters.  In all these examples it’s clear that provenance need 
how, where and when. How means what are the different ways through which data collection happened. Where 
means different resources through which data is collected and when means to record the date along the data so that 
out dated data is not being in used in analytics12.  
 
A key challenge in data collection process is input validation. How can we trust a source on input is not malicious 
or can we filter these malicious data and store the rest? Another example could be inside trading for financial 
companies. With real time security monitoring, notification is sent as soon as attack takes place but in reality 
sometimes few of the attacks are missed. In order to find more on these missed attacks audit information is required. 
This information is useful for compliance and forensics reasons. In big data scenario auditing need to deal with more 
complex data objects which are distributed in nature and requires fast algorithm to handle provenance metadata 
containing this information. Data provenance compliments audit logs for compliance requirements such as PCI or 
Sarbanes Oxley or HIPPA.  
 
3. Challenges in Securing Provenance Data 
x Provenance is an ongoing process in big data and for a given point of time the biggest challenge will be to 
read the previous provenance record and at the same time add the new provenance record. This requires 
different access control on same provenance data. 
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x There are various methods and algorithms for securing a node but in data provenance along with node the 
relationship between each node is also maintained. Distributed nature of computing and storage makes it 
very complex. 
x Different levels of security exist in a network. Some places mild and some places hard. When data is 
moving from one place to another then different confidentiality control is needed for same provenance data.  
x Provenance is more of a chain types rather than just data. So sometimes a lower security group may require 
verifying integrity of higher security group.  
 
 
 
 
 
 
 
 
Fig 1: Kinds of Security Threats 
 
Fig 1 shows different possible security threats in provenance data. First one is leaking confidential information 
such as ownership history. In some applications only data is important and in others provenance is important. For 
example: an employee’s feedback system is a system where provenance is highly secure and if ownership is leaked 
in such applications the systems authenticity is at stake13. Second case can be where the authentication key is leaked 
of by some method the authentication step is bypassed and the records are forged. In the third case is chain is 
hampered. In data provenance records are created and with every new creation previous records are clubbed giving a 
chain effect, If this chain is modified a little bit then entire system will be corrupted. Fourth case is when a small 
subset of data is deleted. This small removal can create havoc in entire system. All these four possible kinds are 
major threats and they need to be dealt carefully taking care of the complexity of system, provenance data and 
efficiency of the system. 
 
4. Public Key Infrastructure 
Security and privacy issues are increased by 3 V’s: velocity, variety and volume of big data. Streaming nature of 
data acquisition, , diverse data sources and formats, large scale cloud infrastructure and inter cloud migration makes 
traditional security incompetent to cater to these needs. For example: how to retrofit provenance in existing cloud 
infrastructure is not clear14, 15. In absence of proper security framework provenance data can be tampered. Public 
Key Infrastructure (PKI) is widely used for data encryption in many fields. The objective of PKI is secure 
transmission of data16. The scalable and distributed characteristic of PKI is very suited for distributed field and 
hence it’s of great use in big data scenario. It provides authentication medium to authenticate user identities. 
Confidentiality is the ability to enable strong encryption to protect privacy of information transfer during 
transaction. Public key algorithms ensure that transactions have not been modified by unauthorized party. Hence it 
provides Integrity. Public key also has the ability to validate that specific users were involved in the transaction, 
providing Non-repudiation. In a data warehouse security is confined to access control and flow control.  But for big 
data scenario data is coming from varied resources. It is very essential to ensure that data is not compromised during 
transmission to big data storage system.  
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Modifying records 
in the chain of 
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Selection removal 
of preceding 
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Leaking confidential 
information  
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Main concern is providing authenticated data and ensuring data integrity. PKI provides secure web access, 
securing data, identifying users and establishing chain of trust. PKI is a combination of digital certificates17, 
asymmetrical cryptography, certificate authorities18 and applications for entire network security architecture. So If 
data from external source has a digital signature and it is encrypted and then transmitted through the network and 
stored, then for analysis purpose first authority is verified and then on successful authentication only the analysis is 
performed. This will always ensure the quality of information (QoI).  
5. Proposed Architecture 
One of the best examples of big data analytics could be our retail sector. Retail stores are situated in various 
geographical locations and large amount of data are generated every day. Different brands are largely depended on 
the analytics results for their promotional offers, catalog design etc. A very small wrong result of analytics may be 
of great loss especially to their stock market listing.  So taking the retail sector as an example, this scheme will be 
explained.  
 
5.1 Structure of a Provenance Record 
 
Everyday data and its provenance record is saved in the system. There should be a set format in which 
provenance is updated. As stated earlier, provenance is the answer to when, where and how data of collected. So in 
that line provenance record must have an ID or revision number, date and time when it was updated. Along with it 
customer ID and location is also recorded.  
 
Table 1: Example of provenance data 
 
Revision 
ID 
Date Time Customer 
id  
Location Security Bill Mode of 
Payment 
Shopping 
1 dd/mm/yy     1(revised) cash online 
2….      0 Online.  From the 
store. 
 
As shown in table 1, a detailed chain of information is recorded. Apart from date and time mode of payment (cash 
or card), shopping through online or from the store, this is a newly created record or it’s a revised record etc is 
stored.  
 
5.2 Architecture of the System 
      
     In this method provenance record is not stored with actual data. Hence in distributed environment there will be a 
data store and a provenance store. A cloud service provider can also be used for this purpose and there also data and 
provenance stores should be separate. As we know that in big data scenario every data is useful and losing a small 
data can also be of great loss. So replicas of data store and provenance store is maintained. This will increase our 
reliability. Since in this system security of provenance data is important, we need auditors to monitor the 
communications. In the proposed system there will be an auditor in each cluster. Auditor of one cluster can 
communicate with other auditor. 
 
   As shown in Fig 2, in cluster 1, data is stored in data store (DS) and their provenance record is stored in (PS). This 
DS and PS are replicated in cluster 2 and cluster3for reliability of data. Every cluster has an auditor and all these 
auditors can communicate to each other.  For applying security, provenance data should be encrypted and stored in 
provenance store.  If any user or any application wants to access provenance data, then first the request should pass 
through auditors. The auditor will check the authenticity of the user and applications and then take decrypt the 
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provenance data and send it further. This approach has two level of security; first provenance data is encrypted using 
elliptic curve cryptography and then authentication of all the applications and users by the auditors. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 2: Architecture of proposed system 
 
 
5.3Ellptic Curve Cryptography for provenance data 
 
    Elliptic curves were first introduced for cryptography by Miller (1985) and Koblitz (1987) as it follows public key 
encryption techniques. Author in his paper19 has concluded that ECC provides best way of security for transmission 
of data. ECC proves to be a better algorithm as compared to any other public key algorithm such as RSA, as it uses 
lesser key size and thereby reducing processing overhead. In20 author has given a multilevel access control for 
defense messaging system using ECC. This system is secure and allows for global communication using the 
properties of EC. It is seen that elliptic curve cryptography is much faster as compared to other scheme and this 
feature is very useful in case of security in provenance data. EC provides security equivalent to any other public key 
but it uses less no of bits. Implementation of elliptic curves in cryptography require less power consumption, 
increased speed and smaller chip size. Hence it is useful in a distributed environment where information is needed 
frequently. Generally elliptic curves are represented as: 
 
(1) 
 
 
 
 
Request for provenance 
  
  
  
 
Re
qu
es
t f
or
 p
ro
ve
na
nc
e 
da
ta
 
Cluster 1 
  
PS DS 
Auditor 
Application 
Distributed Environment 
Cluster 2 
PS 
PS DS 
DS 
Auditor 
Auditor 
Application 
Application 
Cluster 3 
y2= x3 +ax +b 
475 Kriti Srivastava and Gaurav Nand /  Procedia Computer Science  45 ( 2015 )  470 – 476 
 In ECC user has a pair of keys. One public and other is a private key. Let m be the provenance data which needs to 
be encrypted. It is considered that message m is to be sent as the x-y point Pm. Using ECC this Pm will be 
encrypted. Encryption requires a point Q and an elliptic group (a, b) as its parameters. The encryption key is as 
follows: 
 
              (2)  
  
 
 
 
Na is a primitive root of a prime number. To encrypt and send the data a random positive integer k is selected and 
then cipher text is calculated as following eq: 
 
              (3) 
 
 
 
 
 
Hence Cm is the encrypted provenance record which is kept in the provenance store and only the auditors have the 
key to decrypt it. To perform the decryption the first point in the received pair is multiplied with Na and then 
subtracts the value obtained from the second pair as follows: 
 
 
     (4) 
 
 
 
6. Conclusion and Future Scope 
Here a security framework for securing provenance data is discussed. Basic security and privacy issues are always 
taken care by any cloud service provider and any distributed programming framework but hitting a small portion of 
provenance chain can lead to disasters. So this approach concentrates on provenance security and for this it keeps the 
provenance record in encrypted format and only the auditors have the access to decrypt it. Using Elliptic curve for this 
will reduce overheads and will perform faster.  In the future implementation of this approach can be done by using map 
reduce framework. 
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